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0.
Introduction

0.1
Purpose

This document provides a template for development of security programmes for ground handling facilities used by general aviation aircraft and small aircraft on-demand charter operations.

0.2
Background

The increasing demand for security of civil aviation requires application of new concepts for industry best practices and new aviation rules.  Regulations have been introduced and more will be introduced on an ongoing basis.  Although the emphasis in rulemaking has, to date, been on security for large airline aircraft and large airport terminals, it is also recognized that the general aviation and air taxi community have a role to play in a secure civil aviation system.

Aircraft and facility operators recognize that there is a significant range in quality of security arrangements provided by both aircraft and facility operators throughout the world.  The need for good security standards for general aviation is a common objective, but they must be flexible to allow for security that matches the threat. To this end, the aircraft operating community has established guidelines for the development of a Security Programme.  Operators have encouraged a similar model programme to be developed for facility operators to ensure full life-cycle security.

Facility operators are encouraged to develop a Security Programme regardless of regulations or airport authority direction, as it represents good industry practice.

0.3
Security Programme


The Model Security Programme in this document was developed by a workgroup consisting of aircraft operators, facility operators and security professionals.  It is intended as a guideline to be used by facility operators in developing a security programme for their facility.  The most important aspect of the security programme is that it is to be developed and periodically tested by the facility operator.  The programme must be designed specifically for the level of threat evident at the airport and facility.  It is the facility operator’s programme; hence it should be developed in accordance with the operators needs.  It should be used to describe processes that result in an acceptable level of security.  Employees and tenants of the facility should be familiar with and be part of the team that delivers quality security for the facility.  Users of the facility should be consulted in the development of the programme and it should satisfy their security needs.

Security, and the programme that describes how it is to be achieved, is everyone’s business.

0.4
Principles

The following principles define the Model Security Programme.

1. The Security Programme must be scaled to the level of threat.  Security provisions for general aviation facilities at large airports, in a high density area (or where the threat warrants), should be more detailed than those at remote airports.

2. The Programme must satisfy regulatory requirements.  States generally do not have uniform regulations for security; therefore the Programme must incorporate the respective States’ regulatory requirements, particularly for commercial on-demand charter operations.

3. Requirements should be performance-based.  The Programme should describe processes that will result in effective security. 

4. The Programme should be reviewed and kept current by facility management on a regular basis. The Programme should contain provisions to ensure that the processes are followed routinely. It should be updated based on changes to the facility.
5. All stakeholders and employees should be involved. Good security can only be achieved if everyone involved is observant and reports potential security breaches. 

0.5
Process

The processes used to develop the security programme should be based on a threat analysis (see Section 2.). There is a need to match the programme to the level of threat. In order for the threat analysis to be as complete as possible, it will be important for the operator to contact the State security and policing authorities to obtain credible intelligence information to assist in determining the extent of potential security threats.

For small and/or remotely located facilities, only minimal precautions need be incorporated into the security programme.  Conversely, large facilities with diverse and significant amounts of traffic will require additional security measures, commensurate to the perceived threat.

The facility operator’s programme serves as the mechanism to demonstrate that due diligence has been taken to ensure security.

1. Organizational and Personnel Responsibilities

1.1 Facility Security Policy 

Develop and insert into the programme a CEO security policy statement, which clearly delineates the CEO commitment to good security practices. 

1.2 Security Coordinator 

Each facility should have a person in the organization responsible for security.  The person could be the facility manager, a dedicated security supervisor, or someone named by the facility manager as the security champion.  This person’s responsibilities may include:

· Development and maintaining current the security programme;

· Routine liaison with law enforcement agencies;

· Training staff;

· Maintaining security records;

· Developing and assessing qualification of staff;

· Determining authorization for access processes; and

· Conducting evaluations.

1.3 Employee Responsibilities

All employees should be considered as a part of the facility security team. Because of this, employees will receive initial and recurrent training to prepare them for this role.  It must be clear that security is everyone’s business and employees must be diligent in looking for suspicious activities, persons or materials.

1.4 Internal Notification Process

Develop and insert a process to be followed by employees when a security threat is observed, such as a breach or suspicious activity.  The written process should be well known to all employees.

1.5 Security Personnel

A number of options are available to provide dedicated security personnel. The chosen option should be dependent on the specific situation.  Regardless of the option chosen, the programme should clearly document the practice. Options may include full time security staff, part time staff or contracted services.

1.6
Qualifications of Security Staff

The programme should specify the qualifications required in hiring security staff, and may include previous airport experience, security training and use of electronic security equipment.  Attention should also be given to qualification on new equipments introduced in future years.

2.
Threat Assessment and Risk Management

2.1
Background

Threats to FBOs and handling agents range from a terrorist attack on their hangar/offices to an intruder slipping aboard a client aircraft with the intent on hijacking. Unfortunately, there are a significant number of scenarios and possible consequences that defy rational treatment unless an analysis is performed to determine the most probable and serious events.  

Threat assessment and risk management plans will dictate the policies and procedures contained in each operator’s Security Programme.

2.2
Threat Assessment

Each operator should define possible scenarios that could threaten their personnel, facilities and operations. The threat assessment process should define each possible scenario in terms of both severity and probability.  For instance, it may be quite probable that an unauthorized person may inadvertently wander into the hangar area but the consequences of such an event may not be significant. Conversely, while the specter of potential terrorists forcing their way onto a client aircraft at gunpoint may be improbable, the consequences could be quite severe. Therefore, a matrix should be developed in an attempt to define the most likely and severe events that might happen. The following table provides examples:

	Event
	Probability
	Severity

	Unauthorized vehicle on ramp
	Medium
	Low

	After hours office intruder
	Low
	Low 

	Armed intruder
	Low
	High

	Unverified aircraft baggage/cargo
	Medium
	Medium


Each threat event is assigned a subjective level of probability of occurrence and consequential severity. Doing so will help direct the operator’s resources, policies and procedures to counter the most probable and severe threat activities. 

Issues to be considered in the threat assessment process are contained in sections 4 to 8 of this document.

2.3
Risk Management

Once various threat levels have been identified they may be countered through the process of risk management. This is the process of countering or mitigating the possible threat identified in the assessment process. Normally, a series of mitigating factors will enable an operator to lower the threat of specific events to a manageable level. For instance, unauthorized vehicles on the ramp may be thwarted by ramp access procedures, personnel training, perimeter fencing, gate controls and signage. 

2.4
Scaling

A handling agent at a major international airport served by air carriers will have a significantly different level of risk than required for a small rural general aviation airport. Therefore, security measures employed by operators at these two facilities will be markedly different; fencing, lighting, ramp access controls, passenger validation procedures and number of security personnel may either be nonexistent or major issues.  Importantly, it is the relative threat levels that will dictate the type and amount of response employed.  

3.
Area of Responsibility

3.1 State Regulatory Requirements


Briefly summarize the regulatory requirements of the State in which the facility resides.  For example, if there are tenant security regulations, outline how they impact the facility.

3.2 Defining the Area of Responsibility

Outline the boundaries of the area for which the operator has security responsibility.  Include a drawing if necessary.

3.3
Security Restricted Area (Sterile Area)

In accordance with Standards and Recommended Practices of the International Civil Aviation Organization (ICAO), supported by most State regulations, a Security Restricted Area (SRA) requires that full screening be conducted on passengers and baggage entering the area.  Although SRAs normally would be established only at large commercial terminals, from time to time the threat may warrant that an SRA to be established that encompasses all or part of the ground handling facility.  When an SRA is established at a general aviation ground handling facility this should be clearly delineated in the facility security programme. 

4.
Facility Security
4.1 Ground Side (auto parking, gate, fencing, etc.)

The perimeter security responsibilities of the Facility Operator should be specified, including provisions for:
· Fencing/barriers – describe if considered necessary.
· Entry points control
· Access authority/privileges – describe persons having access
· Vehicle parking – ID tags, visitors, customers, employees
· Lighting – if appropriate, document.
4.2 4.2
Airside 

Describe the facility security processes for the airside (apron) area, including:

· Lighting
· Access
Entry points
Personnel
Aircraft 
Vehicles
Procedures
4.3
 Hangar/building
Describe processes for controlling:

· Entry points
· Access
· Procedure

4.4
Baggage/cargo 
Describe processes for controlling:

· Operator responsibilities

· Identification 

· Control/isolation/segregation

· Personnel qualifications

· Procedures – customer requirements

4.5
Passengers
The aircraft operator is generally responsible for confirmation of passengers.  Depending on the situation, the facility operator may be requested to provide identification services on behalf of the operator.  When this is done, the process should be documented in the programme. Include in the programme processes for:
· Confirmation 
· Facility/aircraft/vehicle clearance
· Procedures
· Safety

4.6 
Surveillance
A number of options are available for provision of surveillance of the facility.  Options to be considered and documented are:

· Electronic – (if available)



Closed circuit TV


Door/window alarms


Motion detectors


Photography
· Human



Guards


Tenants



Employees
· Records


Requirements – vendor, passenger, etc.


Retention
5.
Employee Access Control

5.1 Personnel Qualifications

Fundamental to development of a programme for management of employee access, first determine and document methods for:

· Classification of personnel, and
· Access level eligibility
5.2 Background Checks

Consider and document the necessity for:

· Requirements
· Level/type of investigation
· Investigation vendor qualifications
5.3 Facility Pass

Determine the type and need for a facility identification/access card, considering:

· Eligible personnel
· Level of access
· Issuance 
· Procedures for surrender/lost/exit procedures
5.4 Access procedures
Develop processes and document for:

· Level of access
· Surveillance
· Security breach
6.
Visitor/Vendor Access Control

6.1 Visitor/Vendor Classification 

Clarify the visitors and vendors that should be considered for authorization (regulators, security officials, family members, etc), and whether authority is temporary or permanent.  Verify who has the authority to approve entry.  Document the processes and who can determine which visitors and vendors are authorized into particular areas of the facility.

6.2 Identification (passes etc.)

Determine the need and benefit of using a facility identification pass for visitors and vendors.  This pass may also be in addition to an airport security pass, as the facility manager may want to control access only to persons authorized by the facility manager. Document the policy with respect to who has authority to issue the pass and the policy with respect to wearing the pass in a prominent location.

6.3 Procedures
Establish processes for authorization and controlling access to the facility.  The system should be tested periodically and employees should be aware of the processes through an awareness-training programme.

7.
Vehicle Access Control

7.1 Assessment of Requirement for Access

Define owners, operators and specific vehicles that will be authorized access to the facility apron.   Determine if this is a temporary (one time access) or if the operator and vehicle will be authorized repeat access.  Determine if the vehicle is to be authorized unaccompanied or if the vehicle is to be escorted.  Determine where on the apron the vehicle is authorized and how it is to be controlled.

7.2 
Driver/vehicle identification/verification

Determine and document how both drivers and vehicles are to be identified.  Various options are possible such as use of personal identification card and a vehicle tag.  Vehicle identification tags should be controlled much the same as a person’s identification card, in that if lost it should be able to be traced or processes used so that it cannot be used by an unauthorized person.  Consideration can be given to use of a special code to be used electronically or to a security guard.

7.3
Authorization

Determine and document controls for determining the authority for issuing the access pass or other required access authority document.  Establish processes for issuing the document, and for withdrawing authority if necessary. 

7.4
Apron Safety

Procedures should be developed for operating a vehicle on the apron, including limitation on speed and separation distance from the aircraft.  An education programme for drivers may be considered in which emphasis is given to right of way of the aircraft.

7.5
On-site Monitoring

Establish processes to ensure vehicle access is not abused and that only authorized vehicles gain access.  Apron safety should be routinely monitored and access authority withdrawn from operators that do not adhere to good safety practices.

8.
Aircraft Security

8.1
Responsibility

Ensure processes are in place to clearly define how responsibility for security of the aircraft is to be established. There should never be confusion over responsibility between the aircraft operator and facility operator.  

8.2 
Aircraft Operator Types

Processes should be developed for a shared responsibility with the aircraft operator, or for the facility to accept responsibility from the operator when requested.  Different processes are likely required for different operator types:

· Non-commercial Operator Support

· Commercial (air taxi) Support

· Large Aircraft Support

8.4 Coordination with Operator

Processes should be established for liaison with the aircraft operator.

9.
Training

9.1
Policy

Each employee, whether full-time, part-time or contract, should receive initial and recurrent security training commensurate with their duties. This is essential to alert employees to potential threats to the operator’s facility and operations on an ongoing basis. 

9.2
Training Content

Each operator will develop a training programme that meets their requirements as dictated by ongoing threat assessment and risk management processes. At a minimum each employee will receive training in the following subjects:

· Aviation security overview

· Security awareness

· National, state, local and airport security regulations

· Operator threat assessments/risk management

· Operator security programme

· Policies

· Organization/responsibilities

· Facility physical security provisions/controls

· Security procedures

· Relationship/coordination with security authorities/law enforcement personnel

· Personal identification

· Access controls

· Facility

· Personnel

· Baggage/cargo

· Vehicles

· Aircraft

· Surveillance

· Reports

· Security response plan

· Incident response/procedures

A detailed syllabus and lesson plan outline should be developed for the training programme. While the security coordinator is the logical choice for conducting the training courses, local security personnel may be used to provide more detail and lend credibility to the programme.

Each training session should be recorded in the employee’s/vendor’s training record.

10.
Security Response Plan 

10.1
Developing the Plan

Each operator should develop and maintain a Security Response Plan designed to enable personnel to adequately and safely respond to security threats and incidents. The primary source of plan elements should be driven by findings developed during the threat assessment process.  However, national, airport and local security authorities often have response plans that must be complied with and, therefore, integrated into the operator’s plan. 

At a minimum the plan will include:

· Local/airport response plans

· Coordination with local security/law enforcement authorities

· Incident response

· Security alarm activation

· Security perimeter intrusion

· Suspicious personnel/objects

· Bomb threat

· Hijacking 

· Hostage situation

· Armed intruder

· Reporting procedures

· Contact list/telephone numbers of essential personnel

Each employee and vendor will be trained regarding the contents of the Security Response Plan.

11.
Evaluation and Auditing

11.1 Measuring the Effectiveness of the Programme

While an ongoing threat assessment programme and comprehensive policies and procedures to address those threats should provide operators with a high level of security, these processes must be evaluated periodically to determine their effectiveness and continuing applicability. Therefore, operators should develop methods to measure and evaluate the effectiveness of their policies and procedures. 

11.2 Internal Evaluations

At a minimum, operators should create an internal evaluation checklist that will examine the principal elements of their security programme to determine whether they comply with their own programme. The checklist can be easily formed from the action contents of the security programme document. The operator’s security coordinator should use the checklist on a regular recurring basis to determine whether the programme is working correctly and whether all aspects are still valid for current operations; quarterly or semiannual evaluations are a good starting interval. 

Additionally, operators may wish to measure actual preparedness and performance by testing their security provisions. Simulated intruders, planting suspicious packages and activating the security response system are examples of tests that can determine the operator’s preparedness for a real threat. Precautions should be taken to ensure that key personnel are aware of the simulated nature of the exercise.

11.3
Third Party Audits

An outside auditor should be used every year or two to obtain an objective view of the operator’s security programme. Outside auditors may be found among the airport, local community government, national security agencies and third party consultants.

Foreword





The Model Security Programme incorporated in this document was developed by an industry work group consisting of aircraft operators, general aviation ground handling facilities and security professionals.  It is intended to assist operators in developing a Security Programme for their facility.  Development of a Security Programme using this template will ensure that facility operators will meet a universally accepted level of security sanctioned by associations representing both the aircraft and ground facility operators.





The Model Security Programme is intended for Fixed Base Operators (FBOs), handling agents, training facilities, corporate aviation facilities and smaller commercial terminals, when Security Restricted Areas are not considered necessary. A similar and parallel security programme has been developed for business aviation operators.  International and national associations that represent business aviation operators, aircraft owners, aircraft manufacturers and ground handling facility operators encourage facility operators to apply the Model Security Programme template when developing their Security Programme. 
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