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Model Security Programme

For Business Aviation

1.
Overview

The Model Security Programme provided in this document is a summary of a more detailed programme published in the business aviation ‘code of practice’ developed for the benefit of the industry.  The International Standard for Business Aircraft Operations (IS-BAO) is an industry safety and security standard covering a broad range of operations processes.  Operators that adopt the IS-BAO are required to implement a security programme proportional to the threat against the operator, its personnel, aircraft and facilities. This programme is an example of a programme that meets the intent of the standard.

2. 
Assessing the Threat and Vulnerability
The first step in the development of an effective security programme is to assess the threat against the company, its personnel, aircraft and facilities and the operator’s vulnerabilities.  Threats may relate to the nature of business the company conducts, where that business is conducted, the nationality of the company, the nationality of company aircraft, the profile of passengers carried, and the value of goods carried.  Information on the various kinds of threats the operator is subject to will come from a variety of sources.  In developing and maintaining a current threat assessment for areas of operations, the flight department manager should use the following resources as appropriate:

a. national and local security officials;

b. national and local law enforcement officials;

c. the company security officer, if applicable;

d. national and international trade associations;

e. air security assessment and intelligence service providers;

f. local and foreign media reports; and

g. company officials posted in foreign locations, if applicable,

Security professionals can provide assistance in determining and assessing the flight department’s vulnerabilities.

3.
Preventive Measures

The focus of preventive security measures will be to:

a. prevent unauthorized access to company aircraft and facilities; 

b. prevent the unauthorized introduction of weapons or explosives onto company aircraft and into company facilities; and

c. prevent the use of company aircraft to commit unlawful acts, such as the transport of illicit drugs.

The security measures implemented by the operator should be proportional to the threat.  Procedures and training should be in place to implement enhanced measures when the threat is increased and to implement reduced measures when the threat is reduced. 

Preventive security measures will include, as appropriate:

a. Global Considerations

i. Whenever possible avoid areas where there is an identified security risk;

ii. Have a security program that is specific to your location and operation;

iii. Ensure that all flight department personnel receive security program training;

iv. Make security an integral part of all aspects of the flight department and its operation;

v. Establish a Security Champion role, much like the Safety Officer role; 

vi. Maintain a security information program; and

vii. Develop, resource, maintain, exercise, evaluate and update an Emergency Response Plan.

b. People and Processes

i. Require pre-employment screening of flight department personnel; 

ii. Require that crew members display photo IDs at all times;

iii. Limit the publication of aircraft itineraries;

iv. Establish security threat alerting procedures, such as a code word for use by persons under duress;

v. Require an accurate and accessible passenger manifest for all trip legs;

vi. Ensure that only company personnel and authorized guests, identified in advance, are allowed to board a company aircraft;

vii. Ensure that passengers or flight department members maintain positive control of luggage; and

viii. Positively identify all luggage and match luggage to specific passengers (color-coded bag tags can be helpful).

c. Aircraft

i. Check lavatories, baggage compartments and all cavities for unauthorized people or objects prior to every departure; 

ii. Ensure that a flight department member is present at all times when the aircraft is being serviced (fueling catering, etc.) at company facilities; 

iii. Ensure that a aircraft crewmember is present at all times when the aircraft is being serviced (fueling, catering, etc.) at locations away from company aviation facility; 

iv. Use the aircraft's security system (locks and alarms) whenever it is unattended away from company facilities; 

v. Apply tamper evidence security tape on door, panels, etc;

vi. Post a guard at the aircraft when away from company facilities at locations where security is a concern; and

vii. Consider removing company identification from the aircraft and facilities.
d. Facilities

i. Ensure company facility perimeter security with effective fencing, lighting, security patrols (as appropriate), gates and limited access areas; 

ii. Ensure external gates and doors are closed and locked at all times ;

iii. Require positive access control for all external gates and doors; 

iv. Close hangar doors when that area is unattended ;

v. Secure all key storage areas (food and liquor, parts and tools, etc.); 

vi. Have an access control management system for keys and passes; 

vii. Confirm the identity and authority of each passenger, vendor and visitor prior to allowing access to facilities and aircraft; 

viii. Accompany all visitors away from secure areas (visitor lounge, etc.); 

ix. Require a picture ID of any unfamiliar or unaccompanied visitor or vendor; 

x. Post emergency numbers prominently around facility; 

xi. Ensure easy access to phones or "panic buttons" in various facility locations (break room, hangar bay, etc.); and 

xii. Confirm security of destination facilities. 
4.
Responsive Measures

In the case of a hijacking, the flight crew must attempt to make an assessment of the intent of the hijacker and follow the emergency procedures set out in the company operations manual. These procedures will include the making of distress radio calls and transponder settings, to indicate that the aircraft has been hijacked and for adherence to the procedures that have been established and promulgated in ICAO Doc 7030 – Regional Supplementary Procedures in both the cases where the aircraft continues on the assigned track and cruising level or is forced to deviate there from.

In the case of bomb threats, the operator should first determine the legitimacy of the threat or whether it is likely to be a hoax.  If considered to be legitimate, law enforcement officials should be notified. If the aircraft is in the air, ATS should be notified and the aircraft should land to be searched. If on the ground, the aircraft should be moved, for searching, to the designated isolated parking.

In the case of other unlawful acts, the operator should contact the responsible law enforcement agencies.

5.
Sample Security Checklist

Attachment A contains a sample security checklist that may be adopted by an operator.

Attachment A – Sample Security Checklist

The following pages of this model programme contain an example of suggested checks and actions in the event of unlawful interference or bomb threat.  In developing their checklists operators should consult their aircraft flight manual.

Each destination should be assessed as presenting an insignificant, low, medium, high or critical security risk to travellers.  The following guidelines describe the progressive measures that should be invoked to cater for each of these categories.

	Threat
	Actions
	
	

	Low
	Door/access panels   
	-
	Locked

	
	Emergency Exits          
	-
	Secured

	
	Aircraft Perimeter          
	-
	Marked/Lit

	
	Communications
	-
	Establish lines of communications between crew and passengers

	Medium
	Parking
	-
	Avoid proximity to public rights-of-way

	
	
	-
	Non-remote

	
	
	-
	Well-lit

	
	
	
	Apply tamper evidence security tape to doors/access panels

	
	Engine Blanks
	-
	Fitted

	
	Physical Guarding
	-
	Use if available

	
	Communications
	-
	Establish lines of communications between crew and passengers

	
	Pre-flight
	-
	Detailed check of aircraft cavities

	High
	Risk
	-
	Refer to local representative for assessment of business risk of not travelling vs. security risk of travelling

	
	Parking
	-
	Aircraft hangared

	
	
	-
	Apply anti-tamper tape to doors/access panels

	
	Armed Guarding
	-
	Mandatory

	
	
	-
	Local representative approved in accordance with local guidelines on the use of force

	
	Communications
	-
	Establish lines of communications between crew and passengers


The Flight Department should also provide crews with local specialist assessments of the security situation in countries where such assessments are available.  Crew members should contact operations to implement this advice.

· THE SAFETY OF PASSENGERS AND CREW IS PARAMOUNT AND THE OBJECTIVE IS TO SECURE THEIR SAFE RELEASE

· When possible, carry out the following:

Transponder
A7500
ATC
INFORM

Fasten seat belts
ON

Cabin Attendant
Brief - if possible

GENERAL ADVICE

In the air

· Assess the situation to try to determine the intent of the hijacker and modify response as appropriate.

· Comply with initial demands without prejudicing safety.

· Negotiate patiently. Do not antagonize.

· Avoid actions/movements that might appear hostile.

· Explain before moving any control, switch, etc.

· Keep passengers calm. Prevent them from intervening.

· Consider passing information to controlling authorities.

· If forced to deviate from the assigned track and cruising level, 

· follow the procedures as specified in ICAO Doc 7030 Regional Supplementary Procedures, or
· if no applicable regional procedures have been established, proceed at a level which differs from the cruising levels normally used for IFR  flight by:

· 500 feet (150m) in an area where a vertical separation minimum of 1,000 feet (300m) is applied, or

· 1,000 feet (300m) in an area where a vertical separation minimum of 2,000 feet (600m) is applied.

· Land at a suitable airfield.

On the ground

· EXPECT THE AUTHORITIES TO TAKE CONTROL.

· Be guided by authorities. Do not take independent action.

· Make the hijacker do his own thinking.

· Establish endurance of food, water, sanitary supplies, APU and battery. Transfer to a ground power unit as soon as possible. If possible, obtain air conditioning cart. 

· Maintain hygiene. Keep door, galley and aisle clear of rubbish and equipment.

· Look after passengers’ health and comfort.

ATC and operations/handling agent
ALERT

· Confirm parking area.

Cabin attendant (if carried) 
BRIEF

· Passengers NOT to be told

· Prepare to disembark on PIC’s command (PA)

· Disembarkation procedures established. Use entry door if practical.

· Suspicious objects should not be touched.

· If taxiing, stop and disembark immediately.

Passengers

EVACUATE

PIC

ENSURE THAT AIRCRAFT IS COMPLETELY VACATED

Passengers

ASSEMBLE CLEAR OF Aircraft (500m UPWIND)


· If an explosive device is expected, or a suspicious article has been found, the aircraft should be flown as normally as possible but in accordance with the following requirements.

Emergency 

DECLARE

· Plan to land at the nearest suitable airfield

· Consider high altitude airfield if appropriate.

Transponder 
SET A7700 if none assigned

Cabin Attendant (if carried) 
BRIEF

· Advise that there is a bomb threat and notify Senior Passenger.

· Organize search of cabin (if bomb found see following).

· Land as soon as possible.

· Disembark as soon as possible after landing by fastest means.

Pilots 


SEARCH FLIGHT DECK

Pressure controller
MAINTAIN CURRENT CABIN ALTITUDE

Descent 

COMMENCE

· Reduce cabin differential pressure to zero by descending aircraft to cabin altitude. Do not raise cabin altitude.
· Descend without delay to below FL100 or MSA if higher.

· Minimize manoeuvres / avoid turbulence

Speed


REDUCE WHEN PRACTICABLE

Cabin


DEPRESSURISE/AIR VALVES CLOSED

· When at cabin altitude:
Man. Cabin Alt Control
FULL INCREASE
Dump Valve
OPEN

· Leave outflow valve open for remainder of flight.

Landing Configuration
ESTABLISH EARLY

After Landing:

APU 


START

Engines

SHUT DOWN

Lighting

ALL ON EXCEPT LANDING LIGHTS

PA



“IT IS IMPERATIVE TO LEAVE THE A/C WITHOUT DELAY. KINDLY FOLLOW THE INSTRUCTIONS” 


                                      (Given by the cabin attendant or pilot)

Passengers

ASSEMBLE CLEAR OF AIRCRAFT (500m UPWIND)

SUSPICIOUS ARTICLE OR BOMB FOUND

· DO NOT MOVE, TOUCH OR OPEN.

· Move passengers as far away as possible, and instruct them to keep heads below top of seat backs.

· Obtain expert advice through ATC communications.

· Remove Oxygen bottles and First Aid kits from the immediate vicinity. Have fire extinguishers available.

· Secure article in place, pack around with pillows, blankets, coats and absorbent materials. Keep article dry, but wet surrounding material.

· Only consider moving the article if its position poses an immediate threat to the aircraft and expert advice recommends this course of action. In which case, handle GENTLY, keep in same attitude. The article should be fastened using adhesive tape and supported in seat cushions, blankets, etc.

UNLAWFUL INTERFERENCE





BOMB THREAT ON GROUND





BOMB THREAT IN FLIGHT
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